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WARFARE AND INFORMATION SECURITY

Viktoriia Hryshchenko, a bachelor student (gryshchenkowork@gmail.com)
National University of Life and Environmental Sciences of Ukraine,

Kyiv, Ukraine

Current events are forcing the world to look at security from a different perspective. If a year
ago it was thought the world around was safe, today's challenges pose a greater danger than in
peacetime. These days it is seen how information influence can change people's minds. Both
individuals and entire states are subject of this influence. Psychological influence is carried out
through the media [1]. The creation of massive information attacks, bots, fakes are effective tools
for disorienting society, intimidating, manipulating and panicking .

The issue of information security in times of war is a matter of survival for individuals,
society and the state. After all, ensuring information security is not only in the states interests, but
also in the interests of the individuals in the context of protecting their rights and freedoms. The
basis of modern information security is data integrity, information availability, confidentiality and
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reliability [5]. It is worth noting that in an environment where a whole range of information is
designed to manipulate human consciousness, the issue of a low level of information culture is
becoming increasingly important. It leads to decrease the ability of a person to critically perceive
and analyse the received information. Therefore, it is always necessary to critically evaluate
information, especially in cases where the source of the information is unknown, the headline is
clearly manipulative, and there is no reference to an official source of information.

The tendency to manipulate is a dangerous factor in a war, which is undoubtedly being
waged into the information sphere. The terms information warfare, information weapons and
information terrorism have long been used, but in wartime they take on a completely different
meaning in view of the threats that exist. According to the United States Department of Defense,
information warfare refers to "the collection, analysis, and dissemination of information in support
of military and government operations" [2]; information weapons, on the other hand, are defined as
"tools, techniques, or activities that use information to achieve military objectives" [3, p. 28], and
information terrorism is defined as "the use of information technology to perpetrate, or threaten to
perpetrate, a terrorist act" [4, p. 109].

In conclusion, the state's priority is to promote the formation of an information culture in
society. One of the elements of such culture is the ability to analyse information and filter its sources
[6]. It arrives that current information security threats have severe global consequences. In order to
counter modern information threats, it is necessary not only to adopt a regulatory framework but
also to provide the functioning of an institutional mechanism for ensuring information security,
including the educational component. In addition, it is possible to effectively counteract information
aggression by involving international organisations, institutions and the international community in
this process. After all, today's realities show that there are no borders for war in the information
field.
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