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Information protection means is a set of engineering, electrical, electronic,
optical and other devices, instruments and technical systems, as well as other
elements used to solve information protection tasks, in particular to prevent leakage
and ensure the security of information to be protected.

Most often, information security software is used to perform such processes as
user identification and authentication, user access control to an information network,
password protection and authority verification, information encryption, and
protection against unauthorised changes, reading, and copying. [1]

Means of ensuring information protection in terms of preventing intentional
actions can be conditionally divided into several groups, depending on the method of
implementation:

1. Technical (hardware) means. These are various devices (mechanical,
electromechanical, electronic, etc.) that are used to solve information protection tasks
with the help of hardware. They can prevent physical penetration or, if penetration
does occur, restrict access to information, in particular by masking it. To solve the
first part of the problem, locks, window bars, guards, security alarms, etc. are used.
For the second part, noise generators, surge protectors, scanning radios, and many
other devices are used to ‘block’ potential information leakage channels or to detect
them. The advantages of technical means are reliability, independence from
subjective factors, and high resistance to modifications.The disadvantages are
insufficient flexibility, large volumes and weight, and high cost.

2. Software tools. These are programs that perform the functions of user
identification, access control, information encryption, deletion of residual information
(for example, temporary files), testing of the security system, etc. The advantages of
software tools are versatility, flexibility, reliability, ease of installation, and the ability
to modify and develop. The disadvantages include limited functionality in networks,
dependence on hardware, and sensitivity to changes, both accidental and intentional.

3. Mixed hardware and software. This is a combination of hardware and
software that implement the same functions as their individual components and have
intermediate properties.

250



4. Organisational means. These are organisational and technical measures
related to the preparation of premises for storing computers, laying cable systems
with regard to security requirements, as well as organising other aspects of work. The
advantages of organisational tools are the ability to solve numerous problems, ease of
implementation, quick response to undesirable actions in the network, and unlimited
possibilities for modification and development. Disadvantages - high dependence on
subjective factors, in particular, on the organisation of work in a particular unit.

We consider one of the software tools for information security - antivirus
programs. The purpose of our work is to analyse antivirus information security tools.
To achieve this goal, we need to solve the following tasks:

- To study the concept of anti-virus information security tools;

- To consider the classification of anti-virus tools;

- To get acquainted with the main functions of the most popular antiviruses.

According to the analysis and summary of data, an antivirus program
(antivirus) 1s a program designed to detect computer viruses and other unwanted
(malicious) programs, as well as to restore files infected with such programs, or to
prevent infections (modifications) of files or the operating system with malicious
code (for example, through vaccination). Antivirus software consists of subroutines
that attempt to detect, prevent the spread of, and remove computer viruses and other
malicious software.

If you analyse the classifications of antivirus software, you should note that no
antivirus can guarantee one hundred per cent protection against viruses. Statements
about such programmes should be considered either unfair advertising or a sign of
unprofessionalism.

Among antivirus software, the most popular and effective are antivirus
scanners (other names: phage, polyphage, doctor program). CRC scanners (checkers,
checksumers, integrity checkers) are second in terms of efficiency and popularity.
Often, both methods are combined into one universal anti-virus programme, which
significantly increases its power. Different types of blockers and immunisers are also
used.

Today, the main functions of antivirus software include:

- Detection and neutralisation of known viruses and malware.

- Preventing infections by identifying suspicious files or processes.

- Regular updates of virus databases to ensure that protection is up-to-date.

- Specialised tools for recovering infected files or operating systems.

Thus, anti-virus software is an important element of the information security
system, but its effectiveness depends on timely updates, proper configuration and
integration with other security measures.
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