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APPLICATION OF DISCRETE DYNAMIC SYSTEMS FOR SECURITY
COMMUNICATION CHANNELS

Abstract. Dynamic systems with chaotic behavior are currently intensively used and applied in
various fields. in particular for cryptographic protection of information. Generators of pseudo-
random sequences can be built on the basis of such systems. which are later used for gamification
of open text. On the other hand. the dynamic syvstem can be used directly to transform information.
A cipher is created on its basis. A necessary condition for unambiguous decryvption is the existence
of a reverse system. This work is based on the method of encryption using forward and reverse
systems. Lorentz. Chua. and Ressler systems were used as dynamic chaotic systems. Software
implementation of algorithms based on such systems leads to the necessity of transition from
differential equations to their finite-difference analogs. However. in this case. if vou do not impose
restrictions on the length of the numbers used. the problem of a sharp increase in the volume of
the encrypted text arises. This is especially true when converting large volumes of data. Therefore,
the obtained finite-difference equations were interpreted as equations in finite rings or fields.
which in this case are understood as equations defining such a discrete dynamical system as a
finite state machine. On the basis of such a transition. an information transformation algorithm is
implemented. in which the encryvpted sequence is interpreted as a sequence of control actions of a
dynamic system. and the sequence of output reactions of the latier is understood as encrypted
information. The reverse system is used to decrypt information.

Keywords: encryption and data protection: direct and inverse dynamic systems; Lorentz. Chua.
and Ressler systems.

1. INTRODUCTION

The problem statements. The problem of confidentiality of data transmission over
communication channels and the broader problem of protecting this data is becoming more and
more relevant in the market of communication technologies. A typical requirement for data
encryption schemes is the possibility of mass application and low cost per unit of "information"
products. When solving such problems, tools based on deterministic chaos generated by
nonlinear dynamic systems can be successfully applied [1]. With the help of such systems, it is
possible to build generators for pseudo-random sequences, which will be used in the future to
suppress open data. On the other hand, any dynamic system with an input-output structure can
be used directly to transform information. An encoder is created on the basis of such systems.
The input to the system is a digitized message, and the output is an encrypted signal that is sent
to information channels. A necessary condition for unambiguous decryption is the existence of
an inverse system.

Analysis of recent studies and publications. Recently, a new direction in cryptology
has been developing, which is connected with the use of dynamic systems with chaotic behavior
[2,3]. One of the main approaches in this area, based on the use of reversible control systems
for the construction of cryptographic algorithms [4].

The article’s goal — to investigate the application of algorithms for the generation of
pseudo-chaotic sequences for the transmission of messages through information channels based
on dynamic systems.
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2. THE RESULTS AND DISCUSSION

Any information processed by various discrete computers can ulimately be represented
by a binary sequence. This presentation, in fact, is used in the transformation of data using
various dynamic chaotic systems.

The encryption algorithm used in this work is based on the use of a discrete model of a
dynamic chaotic Lorentz system [4]. A Lorentz finite state automaton is described by a system
of equations:

¥(£) =x, (1) + Al A (1) — %, (1) — X, ()x, () + Au(t))
x(t+ D =x )+ A4 (x, () — x, (1))
X+ 1) =30+ A(A,x, (D) — x, (1) — x (Nx, (1) + Au(r)) (1
2+ Dy = () + B (1), () — A,x (1)

Here. the additive component is the current input symbol of the output information u(r).
»(1) — corresponding symbol of encrypted information. Sets of input and output symbols,
components x(z),i=1,2,3 are understood as elements of a finite field GF(g) or rings
Z(g). and the operations of addition and multiplication are the corresponding operations in this
tield, or ring [5].

Decoding is carried out by an inverse Lorentz automaton, which exists for any 4 GF(g)
or AeZ(g).A #0. The coefficients of the system and the initial state of the automaton are the
key of the encryption system. System (1) will be rewritten as follows:

S =a,5 +4a,S,

Sl =a,S, +a,,8, + a5, +a.,u
Ss =ay5; + 5,8,
Y= S:

Coefficients of the Lorentz automaton (@44, @1, @21, Azy, A23, 24, 31, G32). as well as
input states 5y, 55, 53 1s the Key of the encryption system. If necessary, the value can also be a
key parameter &, which specifies the size of the data block that is processed in one iteration (a
quantum of information) in & byte.

The main stages of the encryption algorithm are as follows:

1. Initialization of the automaton - its coefficients and input state according to the
encryption key and quantum size are set:

2. Processing of the next quantum of information using system (1). which is in the
current state, and 1ssues an encrypted quantum, after which it moves to a new state.
This step 1s repeated until the end of the data stream being processed.

When calculating the state values of the automaton, all operations take place in the field
GF(2") orrings Z{2”).

The result of the encryption algorithm will be some sequence, which should have the
properties of psendo-random. Two groups of tests were used for its research: graphical and
evaluative, which are part of the NIST statistical test package [5].

Test 1. To visualize the input as well as the output binary sequence. it is imagined in the
form of some matrix. The image of such a matrix is built according to the following rule: a
black pixel displays an element of the matrix equal to zero, and correspondingly, a white pixel
represents an element equal to one. For this test, 10 different input sequences of length 320,000
bits were used. Each sequence was encrypted with different, arbitrarily chosen parameters. As
a result of the tests, the following conclusions were obtained. When encrypting in a ring Z(2%)
using the Lorentz system. in no case is a homogeneous picture observed: In the case of
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pronounced areas in the source file, their contours remain in the source file, which indicates the
heterogeneity of the source data. As the power of the ring increases, the "blurring" improves.

Test 2. Use of the NIST statistical test package to assess the quality of PVP generators.
In this test, a sequence of units with a power of 100,000 is encrypted 125 times. Each parameter
is traversed step by step 2”/5 and all their possible combinations are taken. Thus, 125
sequences are obtained. The NIST battery of tests is applied to them.

NIST tests show that Lorentz encryption in the Zg ring performs poorly. As the power of
the ring increases, the result improves and the time of the tests decreases. When adding a
predicate to the system, there is a slight improvement in the result.

3. CONCLUSIONS

Any controlled dynamic system having an input-output structure can be used directly to
transform information. The idea of using reversible control systems with complex behavior of
trajectories is at the basis of the task of synthesizing new effective algorithms for information
protection, primarily from unauthorized access.

The conducted studies and their assessment allow us to say that new results were obtained
that expand the theoretical base of modern cryptology and are promising for the creation of
effective cryptographic algorithms. At the same time, a number of questions remain open
related to the influence of dynamic parameters on the resistance of crypto-algorithms to attacks,
resistance to information distortions, the appearance of invariant manifolds.
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